Reducing the risk of computer viruses at work and home

To reduce the risk of virus infections there are a number of practices you should follow. 

Points to remember 
1. Do not open any files attached to an email from an unknown, suspicious or untrustworthy source. 

2. Do not open any files attached to an email unless you know what it is, even if it appears to come from a dear friend or someone you know. Some viruses can replicate themselves and spread through email. Better be safe than sorry and confirm that they really sent it. 

3. Do not open any files attached to an email if the subject line is questionable or unexpected. If the need to do so is there, always save the file to your hard drive before doing so. 

4. Delete chain email's and junk email. Do not forward or reply to any to them. These types of email are considered spam, which is unsolicited, intrusive mail that clogs up the network. 

5. Do not download any files from strangers. 

6. Exercise caution when downloading files from the Internet. Ensure that the source is a legitimate and reputable one. Verify that your anti-virus program has the ability to check files on access. 

7. Update your anti-virus definition database regularly. Over 500 viruses are discovered each month. To enable your anti-virus software to recognize these new viruses you need to update the virus definition database regularly. . 

8. Back up your files on a regular basis. If a virus destroys your files on your hard/floppy disk, at least you can replace them with your backup copies. You should store your backup copy in a separate location from your work files, ideally it should not be on the same computer or same floppy/zip disk as the original. 

9. Do not open, download, or execute any files or email attachments. Not executing is the more important of these caveats. 

10. If you are in doubt about any potential virus related situation you find yourself in, you can report it to the Help Desk. 

11. Do not open any files with a double file extension, (e.g. iamavirus.txt.vbs). Under normal circumstances you should never need to receive or use these. 

12. Although JPG, GIF and MP3 files cannot be infected with a virus, viruses can be disguised as these file types. Jokes, pictures, graphics, screensavers and movie files should be treated with the same amount of suspicion as other file types.  

Anti-virus software will attempt to prevent the vast majority of viruses from entering your system, but it is not fool-proof. It is your responsibility to ensure that you do not get infected with a computer virus.

MarketFare Foods, Inc. secures it’s computers

The Information Systems Department has taken numerous steps to protect our systems from virus infections, hacker attacks and SPAM. Since there is no absolute way to secure our systems we rely on the computer users to assist us in this ongoing battle. If you see a suspicious e-mail or receive an e-mail with an attachment and are not sure what it is contact the Help Desk prior to opening the e-mail.

The Information Systems Department has developed Policies and Procedures for computer usage. Make sure you read, understand and follow them as these policies and procedures help us enforce standardized and accepted computer usage practices to minimize the risk of virus infection and hacker attacks.

Securing your home computer

1. If you don’t have anti-virus software get it. The cost is about $40.00. If you don’t have antivirus software and get a virus, you may spend a few hundred dollars having a technician fix your computer. You can get antivirus software at Wal-Mart or a near by computer store.

2. If you have anti-virus software make sure it’s configured to automatically download and install updates daily.

3. Make sure your Windows 2000 or Windows XP computer is configured to download and install Microsoft Security Updates and Hot-Fixes automatically.

4. Turn your computer off or disconnect it from the Internet when not needed.

5. Buy Personal Computer Firewall Software from Symantec or McAfee. This will help protect you from hackers.

